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Abstract

Adversarial examples are inputs to machine learning models that are intentionally designed
to cause the model to make a mistake. Transferable adversarial examples are those that can
fool multiple models, even if the models were trained on different datasets or by different
organizations. Understanding transferable adversarial examples is crucial for assessing the
robustness of Al systems. This paper provides an overview of transferable adversarial
examples, discusses their implications for Al systems, and explores current research

directions for defending against them.
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Introduction

Adversarial examples are inputs to machine learning models that are intentionally designed
to cause the model to make a mistake. These examples are crafted by making small, often
imperceptible, perturbations to the input data. Adversarial attacks have been shown to be

effective across a wide range of machine learning models, including deep neural networks.
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Transferable adversarial examples are particularly concerning because they can fool multiple

models, even if the models were trained on different datasets or by different organizations.

Understanding transferable adversarial examples is crucial for assessing the robustness of Al
systems. If a small perturbation to an input can consistently fool multiple models, it raises
questions about the generalization capabilities of these models. Moreover, the existence of
transferable adversarial examples poses security risks, as malicious actors could exploit these

examples to manipulate Al systems in real-world applications.

In this paper, we provide an overview of transferable adversarial examples, discuss their
implications for Al systems, and explore current research directions for defending against
them. We begin by defining transferable adversarial examples and discussing the factors that
influence their transferability. We then examine the security risks posed by transferable
adversarial examples and their impact on real-world applications. Finally, we discuss existing
defense mechanisms and propose future research directions for enhancing the robustness of

Al systems against transferable adversarial examples.

Background

Adversarial examples were first introduced by Szegedy et al. in 2014, who demonstrated that
imperceptible perturbations to an image could cause a deep neural network to misclassify it.
Since then, adversarial attacks have been studied extensively, leading to the discovery of

various attack strategies and defense mechanisms.

Transferable adversarial examples were later introduced by Papernot et al., who showed that
adversarial examples crafted to fool one model could often fool other models as well. This
transferability property raises concerns about the robustness and generalization capabilities

of machine learning models.

Non-transferable adversarial examples, on the other hand, are crafted to fool a specific model
and do not generalize well to other models. The transferability of adversarial examples has
been attributed to the linear nature of deep neural networks, which makes them vulnerable

to similar perturbations across different models.
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Previous research has shown that transferability is influenced by factors such as the
architecture of the models, the similarity of the datasets on which the models were trained,
and the distance metric used to compute the perturbations. Transferability has also been
observed across different types of models, including convolutional neural networks (CNNss),

recurrent neural networks (RNNs), and support vector machines (SVMs).

Understanding Transferability

Transferability in adversarial attacks refers to the ability of an adversarial example crafted to
fool one model to also fool other models. Several factors influence the transferability of
adversarial examples, including the architecture of the models, the similarity of the datasets

on which the models were trained, and the distance metric used to compute the perturbations.

Architecture of the Models

The architecture of a model can significantly impact its vulnerability to adversarial attacks
and the transferability of adversarial examples. For example, deep neural networks with
similar architectures are more likely to produce transferable adversarial examples. This is
because these models tend to learn similar decision boundaries, making them susceptible to

similar perturbations.

Similarity of Datasets

The similarity of the datasets on which the models were trained also plays a crucial role in the
transferability of adversarial examples. Models trained on similar datasets are more likely to
produce transferable adversarial examples. This is because the decision boundaries learned

by these models are likely to be similar, making them vulnerable to similar perturbations.

Distance Metric

The distance metric used to compute the perturbations can also influence the transferability
of adversarial examples. For example, L2 norm-based perturbations tend to produce more

transferable adversarial examples compared to Lo norm-based perturbations. This is because

Hong Kong Journal of AI and Medicine
Volume 2 Issue 2
Semi Annual Edition | Jul - Dec, 2022
This work is licensed under CC BY-NC-SA 4.0.



https://hongkongscipub.com/
https://hongkongscipub.com/index.php/hkjaim

Hong Kong Journal of AI and Medicine
By Hong Kong Science Publishers 15

L2 norm-based perturbations result in smoother changes to the input, which are more likely

to generalize across different models.

Implications for Robustness

The existence of transferable adversarial examples has significant implications for the
robustness of Al systems. These implications can be broadly categorized into two main areas:

security risks and impact on real-world applications.
Security Risks

Transferable adversarial examples pose security risks as they can be used to manipulate Al
systems in various ways. For example, an attacker could craft transferable adversarial
examples to bypass security measures based on Al systems, such as spam filters or malware

detectors. This could lead to an increase in cyber-attacks and other malicious activities.

Moreover, transferable adversarial examples could also be used to launch targeted attacks on
Al systems. By crafting adversarial examples that are transferable to a specific target model,
an attacker could manipulate the behavior of the target model without directly interacting
with it. This could have serious consequences in applications such as autonomous vehicles or

medical diagnosis, where the reliability of the Al system is crucial.
Impact on Real-World Applications

The existence of transferable adversarial examples also has implications for the deployment
of Al systems in real-world applications. For example, in safety-critical applications such as
autonomous vehicles or medical diagnosis, the presence of transferable adversarial examples
could undermine the reliability of the Al system. This could lead to accidents or misdiagnosis,

with potentially severe consequences.

Moreover, the presence of transferable adversarial examples could also erode trust in Al
systems among the general public. If Al systems can be easily manipulated by adversarial

attacks, people may be less willing to trust these systems with important decisions.
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Defending Against Transferable Adversarial Examples

Several defense mechanisms have been proposed to defend against transferable adversarial
examples. These mechanisms can be broadly categorized into two main approaches:

adversarial training and robust optimization.

Adversarial Training

Adversarial training is a technique where the model is trained on adversarially perturbed
examples in addition to the original examples. This helps the model learn to recognize and
reject adversarial examples. Adversarial training has been shown to improve the robustness

of Al systems against adversarial attacks, including transferable adversarial examples.

However, adversarial training can be computationally expensive and may require a large
amount of additional training data. Moreover, adversarial training does not guarantee
complete robustness against adversarial attacks and may be susceptible to more sophisticated

attacks.

Robust Optimization

Robust optimization techniques aim to enhance the robustness of Al systems by optimizing
the model's parameters to be more resilient to adversarial attacks. These techniques typically
involve adding a regularization term to the loss function that penalizes large changes in the

model's output for small changes in the input.

Robust optimization techniques have been shown to improve the robustness of Al systems
against adversarial attacks, including transferable adversarial examples. However, like
adversarial training, robust optimization does not guarantee complete robustness and may be

vulnerable to more sophisticated attacks.

In addition to these approaches, other defense mechanisms, such as input transformation and
model ensembling, have also been proposed to defend against transferable adversarial

examples. Overall, defending against transferable adversarial examples remains an ongoing
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research challenge, and developing robust defense mechanisms is crucial for ensuring the

security and reliability of Al systems.

Future Directions

Addressing the challenges posed by transferable adversarial examples requires a
multidisciplinary approach that combines insights from machine learning, computer security,
and cognitive science. Several research directions show promise in enhancing the robustness

of Al systems against transferable adversarial examples:
Adversarial Example Detection

Developing robust methods for detecting adversarial examples is crucial for mitigating the
impact of adversarial attacks. Research in this area focuses on designing detection
mechanisms that can differentiate between adversarial and legitimate inputs, even when the

adversary has knowledge of the detection mechanism.
Adversarial Example Generation

Understanding how adversarial examples are generated can provide insights into developing
more robust Al systems. Research in this area focuses on studying the underlying mechanisms
behind adversarial attacks and developing techniques to generate adversarial examples that

are more challenging for Al systems to classify incorrectly.
Model Interpretability

Enhancing the interpretability of AI models can help identify vulnerabilities that can be
exploited by adversarial attacks. Research in this area focuses on developing methods for
explaining the decisions of AI models and understanding how these decisions are influenced

by adversarial inputs.

Robustness Across Domains
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Studying the transferability of adversarial examples across different domains can provide
insights into developing more robust Al systems. Research in this area focuses on
understanding how adversarial examples generalize across different datasets and developing

techniques to improve the robustness of Al systems in diverse settings.

Secure Federated Learning

Federated learning, which involves training Al models across decentralized devices, poses
unique challenges in defending against adversarial attacks. Research in this area focuses on

developing secure federated learning protocols that are resilient to adversarial attacks.

Case Studies

Image Recognition

Transferable adversarial examples have been extensively studied in the context of image
recognition. Researchers have shown that adversarial examples crafted to fool one image
classification model can often fool other models as well. This transferability poses significant
challenges for the deployment of Al systems in applications such as autonomous driving,

where the reliability of image recognition systems is crucial.

Natural Language Processing

Transferable adversarial examples have also been studied in the context of natural language
processing (NLP). Researchers have shown that adversarial examples crafted to fool one NLP
model can transfer to other models, including models trained on different datasets or using
different architectures. This transferability raises concerns about the security and reliability of

NLP systems in applications such as spam detection and sentiment analysis.

Speech Recognition

Transferable adversarial examples have also been demonstrated in the context of speech
recognition. Researchers have shown that adversarial examples crafted to fool one speech

recognition model can transfer to other models, even when the models are trained on different
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datasets or using different architectures. This transferability raises concerns about the security

and reliability of speech recognition systems in applications such as voice-controlled devices.

Autonomous Vehicles

Transferable adversarial examples pose a significant threat to the deployment of Al systems
in autonomous vehicles. Adversarial examples crafted to fool object detection systems in
autonomous vehicles can lead to misclassification of objects, potentially leading to accidents
or other safety hazards. Addressing the transferability of adversarial examples in autonomous

vehicles is crucial for ensuring the safety and reliability of these systems.

Medical Diagnosis

Transferable adversarial examples also pose a threat to the deployment of Al systems in
medical diagnosis. Adversarial examples crafted to fool medical image classification systems
can lead to misdiagnosis of diseases, potentially harming patients. Addressing the
transferability of adversarial examples in medical diagnosis is crucial for ensuring the

accuracy and reliability of Al systems in healthcare applications.

Conclusion

Transferable adversarial examples pose significant challenges for the robustness and
reliability of Al systems. These examples demonstrate that small, often imperceptible
perturbations to input data can lead to incorrect predictions by Al models, even when these
models were trained on different datasets or using different architectures. Addressing the
challenges posed by transferable adversarial examples requires a multidisciplinary approach

that combines insights from machine learning, computer security, and cognitive science.

In this paper, we provided an overview of transferable adversarial examples, discussed their
implications for Al systems, and explored current research directions for defending against
them. We discussed the factors influencing transferability, such as the architecture of the

models, the similarity of the datasets, and the distance metric used to compute the
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perturbations. We also examined the security risks posed by transferable adversarial

examples and their impact on real-world applications.

We then discussed existing defense mechanisms, such as adversarial training and robust
optimization, and proposed future research directions, such as adversarial example detection
and model interpretability. We also provided case studies illustrating the impact of
transferable adversarial examples in various domains, including image recognition, natural

language processing, speech recognition, autonomous vehicles, and medical diagnosis.
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