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Abstract 

The management of chronic diseases relies heavily on patients' adherence to prescribed 

medications. However, non-adherence remains a significant challenge, leading to poor health 

outcomes and increased healthcare costs. IoT-enabled systems offer promising solutions to 

monitor medication adherence in real-time and provide interventions to improve patient 

compliance. This paper presents a comprehensive review of IoT-enabled medication 

adherence monitoring systems for chronic disease management. We discuss the key 

components of these systems, including sensors, connectivity, data analytics, and user 

interfaces. Additionally, we explore the benefits, challenges, and future directions of IoT in 

improving medication adherence and enhancing the management of chronic diseases. 
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1. Introduction 

Chronic diseases, such as diabetes, hypertension, and asthma, pose a significant burden on 

healthcare systems worldwide. Effective management of these conditions often requires long-

term medication regimens. However, non-adherence to prescribed medications remains a 

major challenge, leading to poor health outcomes, increased hospitalizations, and higher 

healthcare costs. According to the World Health Organization (WHO), only about 50% of 

patients with chronic diseases adhere to their prescribed treatment plans. 
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Traditional methods of monitoring medication adherence, such as self-reporting and pill 

counting, have limitations in accuracy and reliability. In recent years, there has been a growing 

interest in leveraging Internet of Things (IoT) technologies to improve medication adherence 

in chronic disease management. IoT-enabled systems offer the potential to monitor 

medication intake in real-time, provide timely reminders, and offer interventions to promote 

adherence. 

This paper aims to review the current landscape of IoT-enabled medication adherence 

monitoring systems for chronic disease management. We will discuss the key components of 

these systems, including sensors, connectivity options, data analytics, and user interfaces. 

Furthermore, we will explore the benefits, challenges, and future directions of IoT in 

enhancing medication adherence and improving the management of chronic diseases. 

 

2. IoT-enabled Medication Adherence Monitoring Systems 

2.1 Sensors for Medication Monitoring 

IoT-enabled medication adherence monitoring systems utilize various sensors to track 

medication intake. These sensors can be integrated into pill bottles, blister packs, or wearable 

devices. For example, smart pill bottles equipped with sensors can detect when a pill is 

removed from the bottle, providing real-time data on medication adherence. Similarly, 

wearable devices, such as smart watches, can track medication intake through motion sensors 

or skin-contact sensors. 

2.2 Connectivity Options 

IoT devices used for medication adherence monitoring require connectivity to transmit data 

to a central server or a mobile application. Common connectivity options include Bluetooth, 

Wi-Fi, and cellular networks. Bluetooth-enabled devices are popular due to their low power 

consumption and compatibility with smartphones. Wi-Fi connectivity offers higher data 

transfer rates, while cellular connectivity provides greater mobility and coverage. 

2.3 Data Collection and Storage 
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Data collected by IoT-enabled medication adherence monitoring systems include information 

on medication intake, timing, and dosage. This data is stored securely in a cloud-based server 

or a local database. Storing data in the cloud enables remote access for healthcare providers 

and researchers, allowing for real-time monitoring and analysis of adherence patterns. 

2.4 Data Analytics for Adherence Monitoring 

Data analytics plays a crucial role in interpreting the vast amount of data generated by IoT-

enabled medication adherence monitoring systems. Machine learning algorithms can analyze 

adherence patterns and predict future adherence behavior based on historical data. These 

insights can help healthcare providers tailor interventions to improve adherence rates. 

2.5 User Interfaces for Patient Engagement 

User interfaces in IoT-enabled medication adherence monitoring systems are designed to 

engage and motivate patients to adhere to their medication regimens. Mobile applications 

provide medication reminders, educational materials, and feedback on adherence behavior. 

Gamification elements, such as rewards and challenges, can further enhance user engagement 

and adherence. 

 

 

3. Benefits of IoT-enabled Medication Adherence Monitoring 

3.1 Improved Medication Adherence Rates 

IoT-enabled medication adherence monitoring systems have been shown to improve 

medication adherence rates among patients with chronic diseases. By providing real-time 

feedback and reminders, these systems help patients stay on track with their medication 

regimens. Studies have shown that patients using IoT-enabled medication adherence 

monitoring systems are more likely to adhere to their prescribed treatment plans compared 

to those using traditional methods. 

3.2 Real-time Monitoring and Interventions 

One of the key advantages of IoT-enabled medication adherence monitoring is the ability to 

monitor adherence in real-time. Healthcare providers can receive alerts and notifications 
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when a patient misses a dose, allowing for timely interventions. This real-time monitoring can 

help prevent medication errors and adverse events. 

3.3 Enhanced Patient-Provider Communication 

IoT-enabled medication adherence monitoring systems facilitate communication between 

patients and healthcare providers. Through the use of mobile applications and remote 

monitoring, healthcare providers can track patients' adherence behavior and provide 

personalized feedback and support. This improved communication can lead to better 

treatment outcomes and patient satisfaction. 

3.4 Data-driven Insights for Personalized Care 

The data collected by IoT-enabled medication adherence monitoring systems can provide 

valuable insights into patients' adherence behavior. By analyzing this data, healthcare 

providers can identify patterns and trends in medication adherence and tailor interventions 

to meet the individual needs of patients. This personalized approach to care can lead to better 

adherence rates and improved health outcomes. 

 

 

4. Challenges and Limitations 

4.1 Privacy and Security Concerns 

One of the primary concerns associated with IoT-enabled medication adherence monitoring 

systems is the privacy and security of patient data. The use of IoT devices raises issues related 

to data protection, data ownership, and unauthorized access. Healthcare providers and 

technology developers must implement robust security measures, such as encryption and 

access controls, to safeguard patient information. 

4.2 Cost of IoT Devices and Infrastructure 

The cost of implementing IoT-enabled medication adherence monitoring systems can be a 

barrier to adoption, especially in resource-limited settings. The initial investment in IoT 

devices, connectivity, and infrastructure can be substantial. Additionally, there may be 

ongoing costs associated with maintenance, upgrades, and data management. 
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4.3 User Acceptance and Usability Issues 

The success of IoT-enabled medication adherence monitoring systems depends on the 

acceptance and engagement of patients. Some patients may be reluctant to use new 

technologies or may find the devices difficult to use. Designing user-friendly interfaces and 

providing adequate training and support can help overcome these barriers. 

4.4 Regulatory and Compliance Challenges 

The use of IoT devices in healthcare is subject to regulatory requirements and standards to 

ensure safety, efficacy, and data privacy. Healthcare providers and technology developers 

must comply with regulations such as the Health Insurance Portability and Accountability 

Act (HIPAA) in the United States. Ensuring compliance with these regulations can be 

challenging, especially for startups and small companies. 

 

5. Case Studies and Examples 

5.1 AiCure 

AiCure is a digital health company that has developed an AI-powered platform for 

medication adherence monitoring. The platform uses a smartphone app and computer vision 

technology to visually confirm medication ingestion. Patients are prompted to take a video of 

themselves ingesting their medication, and the AI algorithm analyzes the video to verify 

adherence. AiCure's platform has been used in clinical trials and research studies to monitor 

medication adherence in patients with various chronic conditions. 

5.2 AdhereTech 

AdhereTech has developed a smart pill bottle that uses sensors to track medication adherence. 

The bottle automatically detects when a pill is removed and sends adherence data to a secure 

cloud server. Patients receive reminders via text message or phone call if they forget to take 

their medication. AdhereTech's smart pill bottle has been used in clinical trials and pilot 

programs for chronic disease management. 

5.3 Proteus Digital Health 

https://hongkongscipub.com/
https://hongkongscipub.com/index.php/hkjaim


Hong Kong Journal of AI and Medicine  
By Hong Kong Science Publishers  21 
 

 
Hong Kong Journal of AI and Medicine  

Volume 4 Issue 2 
Semi Annual Edition | Jul - Dec, 2024 

This work is licensed under CC BY-NC-SA 4.0. 

Proteus Digital Health has developed an ingestible sensor that can be embedded in pills to 

track medication adherence. The sensor communicates with a wearable patch worn by the 

patient, which then transmits adherence data to a mobile application. Healthcare providers 

can monitor patients' adherence behavior and intervene as needed. Proteus Digital Health's 

technology has been used in clinical trials for various chronic conditions, including 

hypertension and diabetes. 

 

6. Future Directions and Recommendations 

6.1 Integration with Electronic Health Records (EHRs) 

One future direction for IoT-enabled medication adherence monitoring is the integration with 

electronic health records (EHRs). By connecting adherence data to patients' EHRs, healthcare 

providers can access a more comprehensive view of patients' medication adherence behavior. 

This integration can streamline communication between healthcare providers and improve 

care coordination. 

6.2 Use of Artificial Intelligence (AI) for Personalized Interventions 

AI algorithms can analyze adherence data collected by IoT devices to identify patterns and 

predict future adherence behavior. Healthcare providers can use these insights to tailor 

interventions to individual patients. For example, AI algorithms can identify patients at high 

risk of non-adherence and provide targeted interventions, such as personalized reminders or 

educational materials. 

6.3 Standardization and Interoperability of IoT Devices 

To promote widespread adoption of IoT-enabled medication adherence monitoring systems, 

there is a need for standardization and interoperability of devices. Standardized protocols for 

data transmission and storage can ensure that different devices and systems can communicate 

effectively. This interoperability can facilitate data sharing and collaboration among 

healthcare providers and researchers. 

6.4 Patient Education and Engagement 
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Effective patient education and engagement are essential for the success of IoT-enabled 

medication adherence monitoring systems. Healthcare providers should educate patients 

about the benefits of adherence monitoring and how to use the devices effectively. Providing 

ongoing support and feedback can help maintain patient engagement and motivation. 

 

7. Conclusion 

IoT-enabled medication adherence monitoring systems have the potential to revolutionize the 

management of chronic diseases by improving medication adherence rates and patient 

outcomes. These systems leverage IoT technologies, such as sensors, connectivity options, 

data analytics, and user interfaces, to monitor medication intake in real-time and provide 

interventions to promote adherence. 

Despite the benefits, there are challenges and limitations associated with the implementation 

of IoT-enabled medication adherence monitoring systems, including privacy and security 

concerns, cost, user acceptance, and regulatory compliance. Addressing these challenges will 

be crucial for the successful adoption and integration of these systems into clinical practice. 

Looking ahead, future research should focus on evaluating the long-term effectiveness and 

cost-effectiveness of IoT-enabled medication adherence monitoring in diverse patient 

populations and healthcare settings. Additionally, efforts should be made to standardize 

protocols and ensure interoperability of IoT devices to facilitate data sharing and 

collaboration. 

Overall, IoT-enabled medication adherence monitoring holds great promise for improving 

medication adherence and enhancing the management of chronic diseases. By addressing the 

challenges and leveraging the benefits of IoT technologies, healthcare providers can improve 

patient outcomes and reduce healthcare costs associated with chronic diseases. 
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